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PKI Technology

- The profiles for PKI operational management protocols must be based
on PKIX (X.509-based PKI).

- The profile for Qualified Certificates must be based on X. 509 (RFC
3739). ]

- At least one of the following algorithms must be deployed

o Symmetric algorithms (AES, [n]DES, CASTS5, BLOWFISH,
TWOFISH, IDEA etc.)

o Asymmetric algonithms (DSA, RSA, ElGamal, RC [n] etc.)

o Hash algonthms (MD5, SHA-1 224 etc.)

- Minimum RSA/DSA key lengths must be at least 1024 bits until the end
of 2006. Increasing the length to 2048 bits 1s recommended with a view
to guaranteeing long term security levels.

- A baseline Certificate Policy for service providers issuing qualified cer-

tificates should be written according to the JETF (Internet Engineering
Task Force)} PKIX framework RFC 3647.

(wi ~ 5 yddd! )}
Hardware Security Modules
+ For e-signature creation and verification product and in trustworthy
hardware devices used as secure signature creation devices, it is required
to have concurrent acceptance and usage of FIPS 140-1 level 3 or higher,

or equivalent standard such as suitable protection profile based on com-
mon criteria (ISO 15408).
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Smart Cards

Smart Cards are able to store private e-signature keys for & card hold-
er without delivering the key to the outside world, Therefore the calcula-
tion of the signature algorithm as well as its storage is performed in a
highly secure epvironment inside 2 smart card. Thus, it is required to
have smart cards {Reader 7 Readerless / contactless} which use the most
advanced security standard available in the market.

Security evalnation ITSEC B¢ or | NIST FIPS PUB 140-1 Level 2 or higher
Kﬁﬁ?’«ﬁ;ﬁfﬁmﬁ — E—iﬁﬁ?ﬂiﬁ smpcmee o —E——————————

ﬂryp!ngmphzc ﬂiﬁ&zm must mcimie RSA, SHA-1 | :
Microsoft PCISC Recommended: CAPI - mcmwft ansr@ﬁw "
Rﬁmmnﬁﬁi : FKES &1 i?mmrfga} : Rwﬁmm Piics #;5 { mmw} -

(2~ 5 Rt )

Security Standards

- General security management codes of practice, such as BS779%-2
{British Standards, Information security management sysiems specifica-
tion with guidance for use) and its guidance ISOMAEC 17799 (recom-
mended), or equivalent standard.

(wib ~ Byidll )
Operation Standards
Recommended: ETSI (The Buropean Telecommunications Standards
Institute) TS 101 456 V1.2.1 {2002-04) Policy requirements for certifica-

tion authorities issuing qualified certificates, specifically Chapler 7 which
covers the following parts:

- Certification practice statement

- Key management life cycle

- Certificate Management life cycle

- CA management and operation
Or equivalent standard.
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